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POLICY REVIEW AND REVISION HISTORY

Administration
Approval Date: | September 2022

Approved by: | Board of Directors, Gulf Qil International Limited

Owner: | Cathy Salz, Vice President — Legal

Revision History
This Policy will be reviewed at least annually and updated when necessary. This record will be updated

accordingly.

Date Version Changes since last version Updated by Approved by

The information in this policy is subject to change without notice.

No part of this policy may be used, disseminated, reproduced, copied or transmitted in any form or by any

means or for any purpose without the express written permission of Gulf Oil International.
© Gulf Oil International - all rights reserved.
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1.2.

1.3.

3.2.

This is the Gulf group policy on compliance with anti-money laundering laws and
regulations. You must read and comply with this policy at all times.

POLICY STATEMENT

The Anti-Money Laundering Policy (“AML Policy”) applies to Gulf Qil International Limited, its
subsidiaries and affiliates (together “Gulf’, “we” or “our”) and their directors, officers, employees
and anyone working on Gulf's behalf. The AML Policy applies in all countries in which Gulf
operates or conducts business. When the laws of those countries require a higher standard, such
standard shall apply.

Adherence to the AML Policy is a condition of employment and/or engagement with Gulf and it
is the responsibility of every director, officer, employee and contractor of Gulf (“you” or “your”) to
ensure compliance with this Policy.

The purpose of the AML Policy is to substantially prevent, manage and mitigate the risk that Gulf
or you become directly or indirectly involved in actual or potential money laundering or terrorist
financing activities. The AML Policy will not give answers for every ethical or legal situation, and
therefore if you have any doubts about the right thing to do, please contact Legal.

RESPONSIBILITY FOR THIS POLICY

Owner: Responsible for:

Board of Directors Effective operation of AML Policy

VP Legal and CFO Global roll out of the AML Policy, its maintenance and review
Senior Management Implementation of the AML Policy and appointment of

Team compliance officers (where required)

Gulf Entity GM / Local
CFO / Compliance
Officer

Local implementation of the AML Policy and compliance with
local statutory frameworks

Identification of risks and reporting in accordance with the AML
All staff .
Policy
The AML Policy should be read in conjunction with the Sanctions Policy and Customer Due
Diligence (CDD) Process (which is attached at Appendix 1).

WHAT IS MONEY LAUNDERING?

Money laundering is the process by which criminals attempt to hide and disguise the true origin
and ownership of the proceeds of criminal activities. Money laundering typically occurs in three
stages:
i. Placement: introduction of illegal profits into the financial system.
ii. Layering: series of movements of funds to distance them from source.
iii. Integration: funds re-enter the legitimate economy.

Money laundering issues can arise for our business in a variety of ways:

«+ acustomer paying for goods using funds derived from a criminal activity;
0:0

a supplier offering a discount in circumstances where the supplier's costs are reduced as a
result of its breach of environmental or modern slavery laws;

« the proceeds of sales which are made in breach of sanctions or export controls would be
considered to be derived from criminal activity;

+ the purchase of a business whose contracts were secured through corrupt practices in a
foreign jurisdiction would involve the acquisition of criminal property (the contracts in question
and the profits from those contracts).
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https://gulfoilinternational.sharepoint.com/:b:/r/sites/GulfLegal/Policies/Sanctions%20Policy%20v1.1.pdf?csf=1&web=1&e=R3ucYC
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3.3.

3.4.

5.2.

5.3.

Money laundering issues can occur anywhere in the world, but certain countries are at higher
risk due to weak or inefficient money laundering programmes. In many jurisdictions (such as the
UK, EU, US, India, UAE, Singapore) engaging in a transaction which involves the proceeds of
criminal activity is a criminal offence (even if it takes place in a foreign jurisdiction). It is also a
criminal offence to tip off money launderers and may be an offence not to report suspected money
laundering to the authorities.

Even if no criminal proceedings ensue, being involved in conduct tainted by money laundering
could cause significant legal and reputational harm to our business, brand and employees and
could also impact our financing arrangements.

CORE PRINCIPLES

Gulf takes a risk-based approach to prevent, manage and mitigate AML offences, including but
not limited to:

« maintaining a framework to identify and mitigate the risk that our products and services could
be used for such purposes.

% reporting any activity that we detect which is suspicious and may involve potential money
laundering or terrorism financing to the relevant regulator.

< complying with the AML laws, rules and regulations of the countries where we have
permanent places of business through which we provide products or services.

+« providing products and services only for legitimate purposes to customers whose identities
we have been able to reasonably ascertain.

%+ monitoring our customers, their transactions, and employees, consistent with the level of
money laundering and terrorist financing risk they represent.

CUSTOMER DUE DILIGENCE

Customer Due Diligence (CDD) — or Know Your Customer/KYC — is a keystone in the fight
against money laundering, serving to ensure our dealings are with bona fide individuals and
organisations, and assisting in the identification of suspicious behaviour. Customer Due Diligence
will:
i. Identify and verify the identity of counterparties and the ultimate beneficial owner.
ii. Assess the level of AML risk such counterparty could present.
iii. Decide the intensity of the AML CDD it applies.

The CDD Process which has been implemented throughout the Gulf group is attached at
Appendix 1. You should ensure you read and are familiar with the CDD Process and report any
red flags to Legal. As set out in the Gulf CDD Process, Enhanced CDD may be required in high
risk situations.

Updates to the CDD Process will be communicated in accordance with normal communication
procedures.

CASH TRANSACTIONS

Large payments made in actual cash may be a sign of money laundering. Therefore, we do not
as a policy accept any cash payments. Exceptions may be possible for cash payments up to
$10,000, only where there are legitimate reasons for cash payment which have been checked
and verified by Legal and the relevant local cash handling and management policy has been
followed.

MONITORING AND REPORTING

Risk factors that should be taken into account when assessing AML risk are set out at Annex 3
to the CDD Process. These should be considered not only as part of the CDD process, but also
on an ongoing monitoring basis with all counterparties.
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7.2. Any activity outside the normal or expected activity of a counterparty should be considered
unusual and should be immediately reported confidentially to the relevant GM for escalation to
the VP Legal and Group CFO. You must not, in any circumstances, inform the counterparty
that they are being or may be investigated.

7.3. /Unusual financial activity that should be looked out for and reported include: \

R/

s Overpayments;

7

% Requests to transfer payments to third parties or receive payments from third parties;

7

< Paying in advance for products and then cancelling the order within a few days in order to
obtain a refund;

Patterns of transactions which have no obvious economic or lawful purpose;
Complex, unusually large or unexpected transactions;
Bank account information does not match that on file;

Source or destination of funds is a high risk jurisdiction with no obvious link to the businesj
in question.
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7.4. Suspicions concerning any unusual activity and any resulting reports/investigations should be
documented and kept confidential.

8. COMPLIANCE

8.1. Compliance with the AML Policy is regularly assessed and monitored by Internal Audit. Each Gulf
entity should report its assessment of AML risk (in accordance with the Risk Management
Framework) annually to the Global Risk Management Committee and/or Board. You may be
required to complete mandatory AML training from time to time.

8.2. Failure to comply with the AML Policy and breaching AML regulations can amount to a criminal
offence, leading to substantial fines, imprisonment and other penalties for Gulf and for its
staff, causing significant damage to your own and Gulf's reputation.

8.3. Gulf considers a breach of the AML Policy to be a serious offence. Any violations may result in
disciplinary action up to and including dismissal. Business relationships with contractors who
violate the AML Policy may also be terminated.

8.4. Employees who suspect that a violation of the AML Policy has occurred should contact Legal in
confidence.

9. CONTACT US

Cathy Salz Peter Hutton
VP Legal CFO
Email: cathy.salz@qgulfoilltd.com Email: peter.hutton@gqulfoilltd.com
Mob: +44 (0)7425642533 Mob: +44 (0)7852532150
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APPENDIX 1

Counterparty Due Diligence Procedure

1. Purpose

Not knowing who you are dealing with can expose our organisation to a number of serious risks including bribery
and corruption, organised crime, money laundering, fraud, breach of sanctions and reputational damage. This
counterparty due diligence (“CDD”) process must be followed to ensure we know more about the counterparty
and assess any risks before we engage in any business activity with them.

2. Scope

This CDD process applies to vendors, service providers, consultants, professional advisers, customers, licensees,
distributors, partners and any third party we may engage in business with.

The CDD process should be followed for any new counterparty?.

For existing counterparties, this should be reviewed and rechecked where:
» thereis a change in their ownership or control.
» thereis a gap of more than 5 years since the last CDD.
» there is a material change in the terms of business which could impact the risk profile (e.g. expansion into
new jurisdictions, changes to payment terms).

Process Lead: means relevant business/sales contact for counterparty
Legal and Finance contacts: means GOIUK Legal and Finance teams
Approvers: means VP Legal, CFO, CEO

3. Process

Step 1: New counterparty initial risk review
For new counterparties and/or new business activity, Process Lead should provide Legal and Finance with basic
information on the proposed counterparty and/or business activity.

An initial assessment should be made of the risk level based on the counterparty, business activity, jurisdiction(s)
involved and expected value derived from the activity. In high risk cases, Enhanced Due Diligence is likely to be
required and a decision should be taken whether to proceed in consultation with the Approvers.

Step 2: CDD process
Process Lead to obtain and complete CDD information checklist and provide to Legal and Finance?, according to
risk level as below:
» For cases assessed to be low or medium risk, the Standard Due Diligence information request at Annex 1
should be completed;
» For cases assessed to be high risk (either initially at Step 1 or following review at Step 3), the Enhanced
Due Diligence information request at Annex 2 should be completed.

Standard Due Diligence

Standard CDD should be carried out where there are no material factors of increased risk and consists of
identifying the counterparty with whom the business relationship is entered into, verifying their identity,
identifying the ultimate beneficial owner (if different to counterparty), identifying the countries involved and
method of payment. Checks will be carried out to verify that the information provided is correct and searches ran
against sanctions lists and for any adverse online hits.

Enhanced Due Diligence
Enhanced CDD should be carried out where increased risk factors are present, including:

! Except for Gulf Oil Marine Vessels already processed under existing sanctions check process.
2 Note that for reputable counterparties in low risk countries, further information may not be required. Legal and Finance will advise
accordingly.
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e Counterparties who are politically exposed persons (PEPs), in other words people with high-profile
political roles or who perform prominent public functions;
e  Counterparties who are special interest persons (SIPs), in other words those who have a known history
of involvement with financial crimes;
e high risk countries are involved (e.g. sanctioned countries and countries on the FATF black or grey list or
a high risk third country identified by the EU);
e there is a high volume of adverse media about the counterparty; or
e Counterparty is involved in unusual, complex, or seemingly purposeless transactions.
Enhanced CDD will require additional checks to verify identity, checks on the directors of the counterparty, source
of wealth and source of funds information, analysis of media coverage, checking transaction history, checking
for any inconsistencies in proposed business and increased monitoring.

Step 3: Risk assessment
Risk factors which should be considered are identified at Annex 3.
In assessing risk, account should be taken of:
» Any “red flags” identified in CDD (e.g. application of sanctions to counterparty, jurisdiction or activity,
previous or ongoing regulatory investigations, reputational issues) or as below.
Type of relationship (e.g. agency relationship is generally higher risk).
Process followed to select counterparty.
If there will be any interaction with government authorities.
The jurisdictions involved (Are any sanctioned countries involved? What is the country rating on
Transparency International?).
» Expected length of relationship and overall business need/strategy.
» Potential mitigations e.g. contract clauses, regular reviews.
Step 4: Decision
Legal and Finance will assess the risk and decide whether:
> to proceed; or
» torequire further information or to request Enhanced Due Diligence be carried out (if not already done
so); and/or
» tosend to Approvers for review; or
» todecline.

VVVYYV

Legal and Finance will provide guidance on how to communicate a decision to decline to the counterparty.

4. Retention of CDD data
Ensure that the CDD process and decision whether to proceed are fully documented and carefully retained.
As the CDD process involves the collection, processing and retention of personal data, the data must be treated
in accordance with our Data Protection Policy. In particular ensure that:

» We do not ask for excessive personal data.

> Itis kept for no longer than necessary (in the UK — kept for 5 years then deleted).

> Itis stored securely and kept confidential.

5. Ongoing monitoring
Process Lead must ensure that correct counterparty contract is put in place, in consultation with Legal, and

where relevant includes approved trade sanctions, anti-bribery and other relevant compliance clauses.
The following should be reviewed and assessed in consultation with Legal and Finance on an ongoing basis
during contract term:

Material changes to the business activities.

Change of control or ownership of counterparty.

Change in jurisdictions involved.

Non-payment or repeated late payment of any fees or charges.

Requests to change payment instructions.

Lack of cooperation with requests for information or audit requests.

Any negative publicity concerning counterparty and reputational issues.

Any unusual or suspicious behaviour.

VVVVVYVYVYVYYVY
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Annex 1 Standard CDD Information Checklist

Information requested Provide answers below:

1 Full company name and registered address
and attach proof of company registration (e.g.
incorporation certificate)

2. Nature of company’s business

3. Attach Group corporate structure chart (or if
not available, provide details for each entity in
the group and relationship with company)

4, Identify ownership of company, including
ultimate beneficial owners (up to level of
individual or family ownership or control of the
company)

5. Copy of passport or identify document for Olincluded CINot Included
individuals at 4. above

6. Are any directors, shareholders or UBOs, or
their family members, politically exposed
persons (PEPs)?

Note: PEPs include those holding prominent public
functions such as heads of state, ministers, members
of parliament, ambassadors, members of judiciary,
senior executives of state-owned enterprises etc.

7. Country(ies) involved (i.e. counterparty location
and where activities will take place)

8. How counterparty was proposed/selected
9. Details of the proposed business activities

10. | Proposed payment details (method of payment,
currency, location and name of bank, payment
terms, paying or receiving entity)

© 2022 Gulf Oil International Limited




Annex 2 Enhanced CDD Information Checklist

Information requested

Provide answers below:

10.

11.

12.

13.

14.

15.

16.

Full company name and registered address and
proof of company registration

Nature of company’s business

Attach Group corporate structure chart (or if not
available, provide details for each entity in the
group and relationship with company)

Identify ownership of company, including ultimate
beneficial owners (up to level of individual or
family ownership or control of the company)

List of directors of company (and parent company,
if applicable)

Copy of passport or identify document for individuals
at 4. above

Provide details of any directors, shareholders or
UBOs, or their family members, who are politically
exposed persons (PEPs)

Note: PEPs include those holding prominent public
functions such as heads of state, ministers, members of
parliament, ambassadors, members of judiciary, senior
executives of state-owned enterprises etc.

Provide information on the source of wealth /
revenue/funds of the company (whose funds were
used to create the company and where their wealth
was derived)

Provide details of company policies and procedures
to ensure compliance with sanctions, anti-bribery
and corruption, anti-slavery and anti-money
laundering laws

Proposed destination of products/end-user locations
and shipping routes

Proposed intermediaries (transport or logistics
companies, export agents etc.)

Any nexus to the following countries:

Russia, Belarus, Iran, North Korea, Syria, Ukraine,
Venezuela, Cuba, Yemen, Iraq, Sudan, Myanmar, Libya

How counterparty was proposed/selected
Details of the proposed business activities
Credit standing of counterparty

Proposed payment details (method of payment,
currency, location and name of bank, payment
terms, paying or receiving entity)

Oincluded

CINot Included

© 2022 Gulf Oil International Limited
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Annex 3
Risk Indicators

Structural risks

YV VYV

Y

Company resident in or business conducted in high risk jurisdictions3.

Companies with nominee shareholders or shares in bearer form.

Ownership structure appears unusual or excessively complex given nature of company’s business.
Company lacks an online presence, or the online presence suggests business activity inconsistent with the
stated line of business.

Company, or its owners or senior managers, appear in negative news (e.g. fraud, tax evasions, ongoing
investigations or previous convictions).

Company is not compliant with regular business obligations (e.g. filing annual accounts, VAT returns).

Transactional risks

Y V

YV VYV

Transactions are larger than what you would expect for size of company.

Transactions have an unusual or unexpected pattern or are overly complex (compared with similar
customers, products or services).

Counterparty makes unconventional or overly complex use of financial products (e.g. letters of credit).
Transactions and shipping routes or methods are inconsistent with standard business practices.

A newly formed or recently re-activated company engages in high-volume and high value trade activity
Lavish gifts and entertainment are offered by the counterparty.

Documentary risks

>
>

Missing documents or information is withheld.

Inconsistencies across contracts, invoices or other trade documents, e.g. contradictions between the name
of the exporting entity and the name of the recipient of the payment.

Contracts, invoices, or other trade documents display fees or prices that do not seem to be in line with
commercial considerations, are inconsistent with market value, or significantly fluctuate from previous
comparable transactions.

Contracts, invoices, or other trade documents have vague descriptions of the traded commodities.

Trade or customs documents supporting the transaction are missing, appear to be counterfeits or include
false or misleading information.

Shipments of commodities are routed through a number of jurisdictions without economic or commercial
justification.

Finance risks

YV VYV

v

Payment received from an unknown or un-associated third party.

Cash intensive businesses.

Counterparty makes very late changes to payment arrangements for the transaction.

Payments are routed in a circle —funds are sent out from one country and received back in the same country,
after passing through another country or countries.

Payments are larger than what you would normally expect.

3 High risk countries are those that are: subject to sanctions, embargoes or similar measures, identified as not
having effective money laundering systems, providing funding to terrorist organisations or that have
designated terrorist organisations operating within them, identified as having significant levels of corruption or
other criminal activity.
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